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EXECUTIVE SUMMARY

I. This report is divided into the following sections:

Section | describes the purpose of the Report and a definition of fraud for the
purposes of this Report.

Section 2 contains anti-fraud advice and guidance.

Section 3 and Annex A contain details of internal theft and fraud reported in
accordance with Government Accounting, Chapter 5.

Annex B is an analysis of anti-fraud questionnaires completed by central
government bodies.

Annexes C to K contain: summaries of fraud related issues taken from PAC and
NAO reports; checklists extracted from the joint HM Treasury and NAO guide
“good practice in tackling external fraud”; an update from DfES about the Individual
Learning Accounts and action taken to recover losses; a list of useful fraud-related

websites; and a reading list.

2. The analyses in Section 3 show that overall 28 bodies reported 630 cases of internal theft or
fraud. The overall value was £3,907,000 and included one case with a value of £2 million. The

following is a summary of the main observations and conclusions:

The highest number of cases occurred in the categories personnel management

related fraud (161 cases, 26% of total) and fraud related to payment
processes (160 cases or 25% of the total). A high proportion of the payment
cases (67 or 42% of cases in the category) involved collusion and 54% were
discovered as a result of staff or others reporting their suspicions of fraud via
hotlines or other arrangements such as senior management, line management or
internal audit.

In_terms of value, the most significant category was income related fraud that
accounted for over 51% of total value. The £2,000,000 case fell into this category
and involved collusion between members of staff and with outsiders.

Thefts continue to be a serious problem with most occurring because of an absence
of control or lack of security. There were 44 cases with values in excess of £5,000.

Although the number of cases of procurement fraud reported was not high (33 or
5% of all cases), the total value of fraud for this category was £324,700. This year’s
returns highlighted the risk of staff abusing call-off contracts in return for personal

gain.

Pay related fraud included a number of cases where individuals continued to be
paid even though they had ceased to be employed. There were 4 such cases with a
total value of £219,900 (86% of the total value for this category). These occurred
because of inadequate control or an absence of control.

Fraud Report 2003-04
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° There were 86 (14%) cases reported involving exploiting assets and
information although their total value only amounted to £64,800. However, large
value frauds can occur in this category, one case with a value of £26,000 occurred
because too much responsibility for the operation of an imprest account was vested
in one individual.

o Travel and subsistence accounted for 48 cases (8% of the total) but less than 1%
in terms of value (£28,500).

Action taken against fraudsters and recovery of assets

3. The analysis of fraud returns shows that appropriate action is taken against known
perpetrators of theft or fraud. At the time of reporting, departments had recovered around
£70,000 and recovery action was planned in cases where total losses amounted to almost £2.8
million.

Anti-fraud questionnaires

4. For the past four years we have asked departments and Non-Departmental Public Bodies
(NDPBs) to complete a questionnaire about their anti-fraud arrangements. This year we
had 108 questionnaires returned: 38 from main departments and 70 from other government
bodies (Non-Departmental Public Bodies mostly). Annex B contains the full details. A high
proportion of organisations carried out regular fraud risk assessments; most had clear anti-fraud
policies and fraud response plans and had created clear avenues for staff to report their suspicions
of fraud. Perhaps more consideration could be given to the provision of fraud awareness training
to operational staff and new entrants.

Conclusions

5. There is clear evidence from the analysis of anti-fraud questionnaires that the management of
fraud risk in central government bodies is taken seriously and departments have procedures in
place to respond effectively to fraud when it arises. The main means of discovery was through
the operation of control procedures or via reporting procedures demonstrating the value
of good internal control and well-advertised avenues for staff to report their suspicions of fraud.
Third party reporting of fraud suspicion is often the only way to identify some frauds, particularly
those involving collusion.
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EXECUTIVE SUMMARY

6. Our analysis revealed two main areas that departments should consider:

o Security over assets. Most thefts reported occurred because of poor security
over assets with a significant number of personal computers being stolen from
desks or classrooms. Thefts of personal computers carry the added risk of losing
confidential information that could lead to serious criminal fraud or embarrassment
to the departments concerned. Individual losses are often quite significant.
Departments are advised to review their security arrangements.

o Collusion. In value terms the most significant frauds arose because the activities
of some staff were not monitored closely enough or because there was a lack of
segregation of duties between functions such as requisitioning, ordering and
payment. Collusion was also involved in a number of the high value cases and again,
this year, included collusion between staff and contractors or members of the
public. Good management information, regular and frequent management checks,
segregation and rotation of duties and well publicised avenues for reporting
suspicions of fraud should go some way to reducing the risk of these types of fraud
occurring.

Fraud Report 2003-04 5
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INTRODUCTION

PURPOSE

1.1 The purpose of this Report is to raise fraud awareness within central
government and to help managers strengthen processes to counter the risk of fraud as
defined in “Government Accounting” and “Managing the Risk of Fraud - a Guide for
Managers”.

1.2 The Report aims to inform departments of the scale and nature of certain
categories of fraud which have been reported to the Treasury for the reporting year
2003-2004 and, where this information is available, the risk areas that allowed the
frauds to be perpetrated, the means by which they were discovered and the action taken
against offenders. This information is provided to help departments learn from the
experiences of others when reviewing and developing their own control systems. The
Report also aims to increase awareness of the risk of fraud and, in some areas, to
suggest ways in which the risk can be managed and reduced. The categories of fraud
which departments are required to report to the Treasury are described in paragraph
1.4 of this section. Because of the restrictive nature of these categories this report
cannot be regarded as a definitive account of all frauds affecting government during the

relevant period.

DEFINITIONS

1.3 There is currently no precise legal definition of fraud (but see Section 2 re fraud
law reform). For the purposes of reporting fraud to the Treasury the following crimes
fall within the context of the Fraud Report:

Dishonestly appropriating the property of another with the intention of
permanently depriving them of it (Theft Act 1968). This may include the removal
or misuse of funds, assets or cash.

Dishonestly destroying, defacing, concealing or falsifying any account, record or
document required for any accounting purpose, with a view to personal gain or
gain for another, or with intent to cause loss to another or furnishing
information which is or may be misleading, false or deceptive (Theft Act 1968)

The offering, giving, soliciting or acceptance of an inducement or reward that
may influence the actions taken by the authority, its members or officers
(Prevention of Corrupt Practices Acts 1889 and 1916).

Obtaining property or pecuniary advantage by deception (sections 15 and 16 of
the Theft Act 1968) and obtaining services or evading liability by deception
(sections 1 and 2 of the Theft Act 1978).

The term “collusion” in the context of reporting fraud to the Treasury is used to
cover any case in which someone incites, instigates, aids and abets, conspires or
attempts to commit any of the crimes listed above.

Fraud Report 2003-04 1



INTRODUCTION

COVERAGE

1.4 Chapter 5 of Government Accounting 2000 requires departments to make an
annual return to the Treasury, for themselves and their agencies, of all cases of theft or
fraud at the stage when preliminary investigations have demonstrated that fraud or
theft has occurred (or that an attempt has been made to commit theft or fraud). These
should be reported under the following main categories:

e Fraud perpetrated by or suspected to have been perpetrated by
departmental staff;

e Frauds perpetrated by members of the public with a value of £20,000 or
more but only those cases that contain generic lessons for others (i.e. not
cases of fraud that relate to departments’ main business areas such as
benefit fraud as these normally only contain lessons for individual
departments); and

e Contractor or supplier frauds.

1.5 The annual reporting exercise covers fraud affecting departments and their
agencies. Non-Departmental Public Bodies (NDPBs) are not required to complete an
annual return. However, details of frauds or thefts perpetrated against NDPBs with a
value of £20,000 or more that contain valuable lessons for others should be reported to
the Treasury via their sponsor departments.

EXcLUSION CRITERIA

1.6 Fraud cases that are still under investigation or subject to legal proceedings are
described in outline only. Care is also taken to exclude details that could identify fraud
suspects or risk action for defamation. Also excluded are details of the methods used to
commit frauds that could assist others to commit similar offences.

1.7 The Assurance, Control and Risk (ACR) team in the Treasury collates the data
reported by departments. ACR applies care and judgement where necessary to ensure,
as far as possible, that the report is based on a consistent analysis and classification.

Fraud Report 2003-04



GUIDANCE/BEST PRACTICE ON FRAUD
RELATED ISSUES

GooD PRACTICE GUIDE IN TACKLING EXTERNAL FRAUD!

2.1 The “Good Practice Guide in Tackling External Fraud” was produced by NAO
and HM Treasury and launched at a jointly organised high-profile conference held in
the QEII Conference Centre in London on 27 April 2004. The guide shows how a
number of departments are tackling fraud by taking an integrated strategic approach
which accords with the HM Treasury guidance “Management of Risks — Principles and
Concepts” and “Managing the Risk of Fraud: a Guide for Managers”.

2.2 The guide concentrates on external fraud which is where third parties such as
businesses, individuals or organised crime groups, steal money from a department or
agency, either by obtaining payments to which they were not entitled, or keeping
monies that should have been paid to a department.

2.3 The guide is relevant to public sector managers who are responsible for
expenditure programmes and protecting revenue. Smaller departments and agencies
will need to consider how practices used in some of the larger departments can be
adapted and applied to their own circumstances.

2.4  All government departments and their sponsored bodies have a responsibility to
develop anti-fraud policies to show those seeking to defraud the government that such
action is unacceptable and will not be tolerated. We therefore recommend that those
responsible for anti-fraud activities in departments consider whether they need to
develop a package of measures designed to tackle external fraud and to assess their
progress in implementing the recommended good practice contained in this guidance.

2.5 The Guide covers three main areas: understanding and managing the risks of
fraud; deterring and preventing external fraud; and detecting and investigating external
fraud and imposing sanctions. Checklists extracted from these sections are reproduced
in Annex H.

PAC AND NAO REPORTS

2.6 Annex F contains summarised extracts from PAC Reports in the period covered
by this Report (i.e. 1 April 2003 to 31 March 2004) that related to fraud. The Reports
covered include:

e “Tackling Fraud Against the Inland Revenue” which includes progress in
assessing fraud risk and developing a strategy to counter it;

| The guidance can be found at: http://www.nao.org.uk/guidance/Tackling_External_Fraud.pdf
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e “The Sheep Premium Scheme” which relates to fraud by sheep farmers in
Northern Ireland;

e “Tackling Benefit Fraud” in which the DWP estimate that around £2 billion
is lost a year through fraudulent claims;

e “Royal Mint Trading Fund 2001-2 Accounts” in which weaknesses that
resulted in the theft of £25,680 worth of new £20 notes were discussed; and

e Fraud in “Individual Learning Accounts” which has been covered
extensively in the previous two Annual Fraud Reports. Annex I is a progress
report provided by DfES on action taken against fraudulent Learning
Providers.

2.7 Annex G is a summary of the main findings and recommendations contained in
the NAO report on “Tackling VAT Fraud”. It highlights the problem of the amount of
time it takes to bring complex fraud cases to a satisfactory conclusion. The Report
recommends that opportunities to reduce the time taken be explored with the
Department for Constitutional Affairs.

FRAUD LAW REFORM

2.8  An overhaul of the fraud laws, simplifying them to better equip police and
prosecutors to deal with modern crimes, has been proposed. The Government believes
the current laws focus on specific frauds and do not adequately tackle the wide range of
possible fraudulent activity or keep pace with rapidly developing technology.

2.9 A Home Office consultation paper? on how the law could be changed was
launched in May 2004. It proposed a general offence of fraud that could be committed
in three ways — by false representation, by wrongfully failing to disclose information and
by abuse of position. It sought stakeholder views on the Government’s proposals to
reform the law on fraud.

2.10 The Government has taken on board a number of key issues from its
consultation responses, which will inform a future Fraud Bill, including:

e General offence of fraud - the majority of respondents agree that the focus
should be on the offender’s behaviour and the gravity of the offence
depends on their intention not the result;

e Disclosure of information — the Government will ensure that failure to
disclose information will not be fraud unless a legal duty is breached;

e Retention of the common law offence of conspiracy to defraud — many
respondents argued it would be rash to repeal this as it provides flexibility in
dealing with a wide variety of frauds; the Government accepts the
arguments and will retain conspiracy to defraud;

2 http://lwww.homeoffice.gov.uk/n_story.asp?item_id=1110
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e Extension of fraudulent trading to non-corporate traders — the majority of
respondents supported the new offence and the Government proposes to
enact it;

e New offence of possessing equipment to commit frauds — this was widely
welcomed by respondents and the Government proposes to enact it.

2.1l The proposals are part of several initiatives which the Government (Home
Office) is undertaking to tackle fraud, including:

e The introduction of a draft bill on identity cards which will help tackle
identity fraud - a crime which costs £1.3 billion annually;

e Giving the Serious Fraud Office and City of London Police extra money to
tackle fraud;

e Supporting financial institutions and the retail industry with their
introduction of microchips into payment cards to help authentication and
the use of PIN codes instead of signatures;

e Setting up the Assets Recovery Agency and implementing the Proceeds of
Crime Act 2002 (see below). These are aimed at taking the profit out of crime
by increasing powers to find and recover money from those who benefit
from and launder the proceeds of frauds and other crimes; and

e Producing an over-arching strategy for beating organised crime.

PROCEEDS OF CRIME/MONEY LAUNDERING

2.12 On 11 June 2004 the Treasury issued Dear Accounting Officer letter
DAO(GEN)08/043 about the likely impact on departments of the Proceeds of Crime Act
2002 and the Money Laundering Regulations 2003. A summary of the DAO letter
follows:

e The Proceeds of Crime Act (POCA) criminalises money laundering and
places reporting obligations on individuals conducting business in the
“regulated sector”4.

e The Money Laundering Regulations (MLRs) place obligations on
organisations carrying out “relevant business” (see regulation 2(2))5 to
establish systems and procedures to assist in the fight against financial
crime (e.g. establish a Money Laundering Reporting Officer (MLRO);
maintain certain identification and record keeping procedures; establish
procedures for forestalling or preventing money laundering; train
employees in those procedures, in recognising money laundering
transactions and the law relating to money laundering).

3 http://www.hm-treasury.gov.uk/media//FF3F5/dao0804.pdf
4 http://www.legislation.hmso.gov.uk/acts/acts2002/20020029.htm

5 http://www.legislation.hmso.gov.uk/si/si2003/20033075.htm
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e The key changes that departments need to be aware of are:

1. The definition of money laundering has been extended to include
possessing, or in any way dealing with, or concealing the proceeds of any
crime whether committed by a body or an individual;

2. External auditors are now required to report, where they know or
suspect, or have reasonable grounds to know or suspect, that money
laundering has taken place where the information has come to them
during the normal course of business.

2.13 Departments that are neither in the regulated sector (for POCA purposes) nor
engaged in “relevant business” (for MLR purposes) may wish to act as if they were
bound by the MLRs. This decision should be based on a risk assessment of their
organisation being one that could be used for money laundering. If the risk is high then
departments may wish to consider establishing such systems, procedures and duties of
an MLRO as are felt to be appropriate to their circumstances.

2.14 Examples of money laundering or proceeds of crime that departments may
encounter include:

e The receipt of an overpayment (e.g. a fee for a conference, the overpayment
of a tax demand) in order for the money launderer to receive a clean cheque
for the difference between the correct amount and the amount paid.

e Double bookings on training courses or conferences with payment by credit
card (which might have been stolen) in order to receive a clean cheque back
for one of the bookings;

e Large payments in cash (14,000 Euro or equivalent) for goods or services
supplied.

DATA MATCHING

2.15 The Audit Commission’s National Fraud Initiative 2002/03 had identified public
sector fraud totalling £83 million in one of the UK’s biggest data-matching exercises.
The biennial exercise saw the level of fraud discovered increase by 66% over the amount
identified in 2001. This was due mainly to the massive expansion in the number of
organisations taking part (1,150 compared to 600 two years ago) rather than to any
underlying increase in the level of fraud being perpetrated. However, it does
demonstrate an increased awareness by public bodies of the risk of fraud and in finding
the means to detect fraudulent activity.

2.16 Fraud relating to housing benefit, pensions and council housing was exposed by
cross-checking records held by local authorities, health service trusts, pension agencies
and some government departments (e.g. DWP).

12 Fraud Report 2003-04
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2.17 The main types of fraud identified included unfounded claims for council tax
benefit; payroll frauds where employees held multiple posts; multiple council house
tenancies; and pensions where relatives continued to collect payments after pensioners
had died.

2.18 For the third time Cabinet Office participated in the NFI to identify Civil Service
pension payments to pensioners where the next of kin or personal representative had
failed to tell the scheme they had died. The NFI identified 313 such cases resulting in
annual savings of some £780,000.

2.19 Details about the Initiative can be found at:

http://www.audit-commission.gov.uk/nfi/index.asp.

DATA PROTECTION ACT FRAUD

2.20 Various offices of a government department received letters from a company
claiming to be a Data Protection Agency informing the department that they had to
register with the company under the Data Protection Act and seeking payment of a fee
that ranged from £95 to £135. The company operates from an address in Rochdale.
Departments should be wary of anything not originating from official sources - in this
case the Office of the Information Commissioner.

FRAUD V SHARP PRACTICE:

2.21 It is important to define the difference between fraud and sharp practice.
Although the distinction is not always clear, the Cambridge dictionary defines sharp
practice as “a way of behaving, in business, that is dishonest (unfair, unethical or
untruthful) but not illegal.

2.22 Therefore, the distinction is that sharp practice can be unethical or dishonest
but this will not constitute fraud, which is an illegal activity. Examples of sharp practice
include:

e A contractor deliberately underestimates a tender with a view to making
inflated claims at a later stage;

e A sub-contractor who pays its employees below the rate for tax and National
Insurance, whilst making up their wages via expenses;

e Hired equipment breaks down and the hire company tries to claim that it
has been misused, which may result in a large repair bill, which may be
passed onto a client.

6 Source: OGC draft fraud prevention guidance notes.
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e Exploiting the contract to find opportunity for variations or claims.

e A contractor deliberately misinterpreting a service contract in order to
obtain extra payments.

NEw ANTI-IDENTITY FRAUD ONE-STOP SHOP

2.23 A new website offering advice on how to protect yourself against identity theft
and what to do if you think you have been a victim has been introduced by the Home
Office. The website (www.identity-theft.org.uk) explains how to keep personal
information safe, how to get help, and what is being done to tackle this growing crime.
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AN ANALYSIS OF FRAUD PERPETRATED
BY STAFF IN GOVERNMENT
DEPARTMENTS

This section contains the main analyses of data relating to fraud
and thef¢ perpetrated by staff reportced by depar<ments for the
year 2003/04.

OVERVIEW

3.1 The analysis in this section is based on fraud data supplied by 47 central
government bodies, including all the main departments, covering the period 1 April
2003 to 31 March 2004. Overall the analyses show:

e 19 bodies provided ‘nil’ returns (i.e. had no cases of theft or fraud to report);

e The remaining 28 bodies reported 630 cases of internal theft or fraud
compared to 898 cases reported last year. However, this year departments
were asked only to report theft cases with values of £5,000 or more. If we
apply the same criteria to last year’s figures, on a comparable basis, there
would have been 655 cases.

e The total value of theft and fraud reported was £3,907,000 and includes one
case with a value of £2 million.

3.2 The alleged £2 million fraud involved collusion between three employees of a
department and 11 members of the public. The involvement of staff was discovered
when the department investigated the activities of the members of the public. Two staff
members, it is alleged, ensured that income due to the department from the members
of the public was not collected. The third staff member is alleged to have laundered a
sum of money.

33 The tables at Annex A summarise the data supplied by departments.

TYPE OF FRAUD

34 The following paragraphs provide detailed analyses of the business areas in
which the frauds were perpetrated.

Fraud Report 2003-04 15
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Fraud Related to Payment Processes

Fraud Risk Area

Absence of preventive

No.

Value
(£)

Means of Discovery

8 | 170,500 | Operation of Controls 58 | 565,900
control
Inadequate supervision 2 600 | Reported via hotlines 14 200
R ted via oth
Poor segregation of duties 1 4,600 eportecvia other 73 | 165,400
arrangements
Mgt check not
applied/insufficient mgt 1 0 | Confession 1 0
checks
Collusion 67 | 100,100 | Other 13 12,900
Control system by-passed 3| 306,400 | Unknown 1] 13,100
Unknown 78 | 175,300
Total 160 | 757,500 | Total 160 | 757,500

3.5 These are frauds that involve falsely creating or diverting payments. Examples
of cases reported to us this year include:

e C(Creating bogus customer records in order to generate false payments;

e Attempts to forge departmental cheques. One case involved the scanning or
copying of the departmental logo;

e The interception of cheques and Payable Orders and attempts to cash them.

In some cases alterations were made to payee details and amounts.

e An attempted fraudulent transfer of departmental funds to another account

via CHAPS;

e Changes to authorised applications for advances relating to future expenses.

3.6 This is the second largest category in terms of number of cases reported (160 or
25%) and the second highest in terms of value (£757,500 or 19%). Individual losses can
sometimes be significant in this area and cases reported included 8 cases that each
exceeded £20,000 in value and totalled £703,200 of which 3 cases had values exceeding

£100,000 and totalled £587,100.

3.7 Collusion was the dominant weakness that allowed these frauds to be
perpetrated and was involved in 67 (42% of cases in the category). Many of the larger
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value cases involved the processing of repayments to members of the public and arose
because the officers responsible for processing them could authorise the payments as
well.

3.8 The operation of control procedures such as management checks, bank
reconciliations and controls applied by the clearing banks identified 58 (36%) of cases
while 87 (54%) cases were reported via hotlines or other avenues established for staff to
report their suspicions of fraud. It is interesting to note that 46 of the 67 cases involving
collusion were discovered through staff reporting their suspicions that fraud had
occurred which is often the only way that these cases come to light. This underlines the
importance of having clearly advertised avenues for staff and others to report their
suspicions of fraud.

3.9 The processing of payments is an area with a high risk of fraud and our analysis
bears this out with 25% of the frauds reported to us this year occurring under this
category. The main areas of concern were the large number of cases that arose because
of an absence of segregation of duties, a number of which involved collusion in order to
by-pass that key control. Collusion between staff is a very difficult problem to deal with
and the active encouragement of staff to report their suspicions of fraud and the
deterrent effect of always taking appropriate action against known perpetrators should
help reduce the risk of collusive fraud.

3.10 Segregation of duties, good audit trails, meaningful and regularly produced
management reports, good budget management, regular management or independent
reviews (e.g. by internal audit) and the secure holding of blank or completed
instruments of payment are all examples of the basic controls that can be applied to the
payment process. The wider use of electronic forms of payment might also reduce the
risk of payment fraud. Appendix 8 of “Managing the Risk of Fraud - a Guide for
Managers” offers advice about the controls that should be in place to help prevent or
detect fraud in this area and Treasury’s Fraud Casenotes provide advice about
controlling cash handling, bill paying, electronic funds transfer and payment by cheque
or Payable Order.

Income Related Fraud

Fraud Risk Area ' No. [ Value (£) Means of Discovery ' No. ' Value (£)

Absence of preventive 7 800 | Operation of Controls | 14 | 2,001,800
control
R ted via oth
Inadequate supervision 6 8,100 eportec via other 2 3,700
arrangements
Poor segregation of duties 1 400 | Other 1 3,900
Internal 'system checks 9 100
not applied
Collusion 1| 2,000,000
Total 17 | 2,009,400 | Total 17 | 2,009,400
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3.1l Fraud in this area can include the theft of incoming cash or cheques (which can
be opportunistic or coupled with the manipulation of financial records to disguise
thefts) or adjusting records of amounts owed by customers to departments in return for
cash rewards or other incentives.

3.12 In terms of value this is the dominant category accounting for £2,009,400 or 51%
of the total value of fraud reported. Included is one case with a value of £2 million that
involved collusion between several members of staff to ensure, it was alleged, that
income due from a customer was not collected. Most frauds in this category were
discovered by the operation of controls including routine checks by departments into
the activities of their customers.

3.13  Although there were relatively few cases of income related fraud reported this
year the scale of income collected by the government is vast” and individual frauds can
be very significant. It is important that accurate debtor records are maintained, that
regular management and independent checks are carried out to ensure that income is
collected and brought to account and that the work of officers with responsibility for
pursuing large value debts is closely supervised. Segregation of duties between those
who raise debts, those who pursue them and those who bring payments to account
together with good audit trails and management information will also help to reduce
the risk of fraud in this area.

Theft of Assets and Information

Fraud Risk Area No. Vzl;)le Means of Discovery

Al f i

bsence of preventive 25 | 376,300 | Operation of Controls | 29 | 384,100

control

Inadequate supervision 3| 10,700 | Reported via hotlines 5| 16,500
R ted via oth

Poor segregation of duties 1 6,500 eportecvia other 71 22,800
arrangements

I 1 heck

nternal system checks not 2| 21,500 | Other 2| 22,800

applied

Other 2 22,800 | Unknown 1 10,000

Unknown 11 18,400

Total 44 | 456,200 | Total 44 | 456,200

7 In 2002-03 Customs collected net VAT receipts of £63.6 billion, made up of £108.8 billion in receipts and £45.2 billion that was

repaid to businesses (source: NAO Report “Tackling VAT Fraud” HC 357 3 March 2004). The Inland Revenue collected around
£214 billion in direct taxes and National Insurance contributions in 2001-02 (source: NAO Report “Tackling Fraud Against the
Inland Revenue”, HC 429, 28 February 2003.
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3.14 This category relates to the theft of physical assets and last year accounted for
286 cases or 32% of all cases reported. Many of the thefts reported last year related to
very small value items and were largely opportunistic thefts. Therefore, in order to
highlight the key risks over assets we decided to ask departments to report only those
cases where losses exceeded or were likely to exceed £5,000 in value.

3.15 In total, departments reported 44 (7% of all cases) cases of thefts with a total
value of £456,200 (12% of all losses). If last year’s figures are adjusted to only include
cases with an actual or expected loss of £5,000 or more the result is 43 cases and a total
loss of £246,800.

3.16 This is a high-risk area, in value terms this year the third highest category.
Included were 8 cases with values exceeding £20,000 and totalling over £250,000. The
larger value items included the theft of vehicles from secure sites, IT equipment stolen
from classrooms, cash obtained by deception and the theft of equipment in transit to
overseas locations.

3.17 It is important to focus on the basic physical controls that should prevent and
detect these kinds of offences. Controls such as: asset registers, and inventories; regular
checks and reconciliation of holdings; secure storage and movement of valuable items;
and effective control of exit and entry to government sites are fundamental.

Procurement Fraud

Fraud Risk Area No. Value Means of Discovery

(£)

Absence of preventive 6 | 212,900 | Operation of Controls | 11 | 165,800

control

Inadequate supervision 5| 10,500 | Reported via hotlines 5 0
R ted via oth

Poor segregation of duties 2| 17,400 eportecvia other 16 | 158,900
arrangements

Mgt check not

applied/insufficient mgt 1| 10,000 | Other 1 0

checks

Inteltnal system checks not 3 100

applied

Collusion 11 72,000

Control system by-passed 1 600

Unknown 4 1,200

Total 33 | 324,700 | Total 33 | 324,700
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3.18 Procurement is the whole process of acquisition from third parties and covers
goods, services and construction projects. Procurement fraud can involve contractors,
sub-contractors, Crown Servants or any combination of these often colluding to
perpetrate a fraud or act of corruption. For reporting purposes this category is divided
into sub-categories for frauds that relate to tendering, the use of Government
Procurement or credit cards, goods/services not delivered as claimed and one other
sub-category for general frauds in any other area of procurement.

3.19 The following table provides a further breakdown of these categories over the
last 2 years:

2003-04 2002-03
Procurement Fraud Categories
No. £ No. £
Tendering problems 4| 76,836 3| 38,000
GPC/Credit card fraud 4 1,184 6| 9,900
Goods or services not delivered as ordered 10 | 225,495 3| 36,300
Other procurement fraud 15| 21,175 1 0
Totals 33 | 324,700 13 | 84,200

3.20 There has been a significant increase both in terms of number of cases reported
and their overall value. The biggest value increase occurred where goods or services
were not delivered as ordered (e.g. contractors supplied goods that were below the
quality ordered but submitted claims for the supply of higher quality goods or claimed
they had provided a service when none was supplied). Several cases involved collusion
between staff and call-off contractors who, in return for putting extra and sometimes
unnecessary work their way, paid staff a percentage of any fees received.

3.21 Itis interesting to note that over 64% of cases came to light as a result of staff or
outsiders reporting their suspicions of fraud via avenues established for that purpose
including 11 cases that involved collusion.

3.22 Although the number of cases reported was not high (33 or 5% of all cases), the
value of individual losses can be very significant, particularly where tenders for major
works or supply contracts are concerned. This year’s returns also highlighted the risk of
staff abusing call-off contracts in return for personal gain. There are well-documented
controls over tendering (see OGC’s website www.ogc.gov.uk) which, if applied, should
reduce fraud risk in this area but independent checks need to be carried out from time
to time to ensure that these procedures are being adhered to. To reduce the risk of staff
abusing call-off contracts appropriate segregation of duties between those who
requisition work or goods and those who authorise and place orders, should be
introduced together with close monitoring of expenditure by budget holders. Closer
supervision and more regular management checks of the activities of staff that can
order work from call-off contracts might reduce the risk of collusive fraud.
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3.23 Examples of controls to reduce risks associated with purchasing or associated
with the use of contractors can be found in Appendix 8 of Treasury’s publication
“Managing the Risk of Fraud — a Guide for Managers”.

3.24

Pay Related Frauds

Fraud Risk Area No. V?;le Means of Discovery

Absence of preventive 9 | 231,200 | Operation of Controls | 24 | 195,300

control

Inadequate supervision 13 6,300 | Reported via hotlines 6| 58,300

Mgt check not
R ted via oth

applied/insufficient mgt 3 3,200 eportecvia other 2 1,200
arrangements

checks

Intelznal system checks not 3 4,400

applied

Unknown 4 9,700

Total 32| 254,800 | Total 32 | 254,800

3.25 These frauds were perpetrated via the payroll process. Examples of frauds
reported included false time sheets or overtime claims, deliberate failure to repay
advances of salary, failure to use advances of pay for their intended purpose, continuing
to receive pay after termination of employment, misuse of pay advances, claims for staff
benefits for which there was no entitlement and the attempted manipulation of payroll
data.

3.26 The number of cases (32 or 5% of all cases)) and their value (£254,800 or 6% of
total value) has increased over last year’s totals (21 cases, £83,200). Fraud in this area
can sometimes involve large sums of money and 4 cases accounted for £219,900 or 86%
of the total value of fraud in this category. All 4 cases related to staff who continued to
be paid for periods of 12 months or more after they were dismissed or resigned. One
case, with a value of £91,000, involved a member of staff who went on secondment to a
private company but resigned from the private company without telling the home
department and continued to be paid by them. In all of these cases action is being
taken to recover losses.
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3.27 This is potentially a high-risk area where some simple housekeeping controls
pay dividends. One area of risk highlighted by our analyses of fraud data is that of staff
leaving their employment and continuing to be paid their salary for long periods of time
or leavers failing to clear outstanding debts such as advances of pay. Many of the frauds
reported could have been prevented or detected earlier if a number of basic controls
were applied effectively. These include:

e Sets of rules, approval processes, management checks, finance team checks,
spot checks and monitoring via the budgetary control;

e Producing listings of all starters, leavers and changes to standing data as
part of every payroll run and reconciling these to the payroll — ensuring in
particular that leavers are no longer on the payroll and that any debts owing

to departments have been cleared.

e Subjecting the payroll masterfile to periodic checks by personnel to ensure
that each post is authorised, that the correct person is in post, that the

person exists and that the bases for salaries and allowances are correct.

e C(lose liaison between line managers, the Personnel and Payroll functions.

Personnel Management Related Fraud

Fraud Risk Area Vz(15151)1e Means of Discovery
A f i
bsence of preventive 8 1,600 | Operation of Controls 26 4,000
control
Inadequate supervision 5 0 | Reported via hotlines 2 0
Poor segregation of duties 1 0
Mgt check not
R ia oth
applied/insufficient mgt 12 200 | Reported via other 22| 1,500
arrangements
checks
Other 1 0 | Other 5 0
Unknown 134 3,700 | Unknown 106 0
Total 161 5,500 | Total 161 5,500

3.28 Cases reported under this category were those where action taken against
perpetrators involved some personal deprivation such as being downgraded,

promotion bars, pay cut or dismissal.

included:

o Staff on sick leave but working elsewhere;

e Abuses of flexible working time systems;

Fraud Report 2003-04
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e Misuse of official time (e.g. abusing the department’s computer misuse
policy);

e Deceit or misrepresentation for advantage (e.g. false references or false
qualifications used to secure employment).

3.29 The number of cases has increased significantly in this category (from 64 last
year to 161 this year) but most cases involved no loss to the departments concerned.
In all cases action had been taken or was planned against perpetrators. Action taken
included: dismissals (69 cases); demotions (10 cases); and loss of spine points and/or
promotion (43 cases).

3.30 Whilst these cases are low-risk in terms of value, it is nevertheless important
that departments try to detect them as staff who get away with this type of fraud may be
tempted to attempt much more serious frauds. They can also reflect badly on a
department’s ethical standards. Closer checking of data supplied in order to gain
employment, more frequent management checks of sick leave records, close scrutiny of
flexi records and independent monitoring of staff accesses to official data are all
examples of controls designed to detect these types of frauds.

Exploiting Assets and Information

Fraud Risk Area o. Vzl;)le Means of Discovery
Al f i
bsence of preventive 4| 25600 | Operation of Controls | 51| 10,200

control

Inadequate supervision 4 5,600 | Reported via hotlines 5 0

Mgt check not
R ted via oth

applied/insufficient mgt 10 4,300 eportecvia other 24| 16,400
arrangements

checks

Collusion 2| 16,500 | Other 6| 38,200

Other 1 0

Unknown 65 12,800

Total 86 | 64,800 | Total 86 | 64,800

3.31 This type of fraud involves using the assets of the organisation for other than
official purposes and/or supplying information to outsiders for personal gain. Many of
these cases had no reported value as assessing losses it is not always possible.
Departments are required to report only those cases where the action taken against
perpetrators goes beyond the oral or written stage (e.g. dismissal, downgrading,
promotion bar).
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3.32 This category included one case with a value of nearly £26,000 that represented
over 40% of the total value in the category. The case involved an individual with sole
responsibility for the operation of an imprest account including access to funds and
maintaining records. This case highlights the importance of good segregation of duties
in order to reduce the risk of this type of fraud occurring.

3.33 Last year 139 cases with a total value of £2,711,300 were reported under this
category which included one case valued at £2.7 million and involved the sale of
information to a criminal gang which allowed them to perpetrate a number of frauds.
Although the overall value of fraud was significantly down this year, the £2.7 million
case demonstrates the potential risk posed if information is supplied to outsiders. The
£26,000 case reported this year demonstrates the vulnerability of organisations to losses
due to staff using their position and knowledge of processes to perpetrate fraud.

3.34 Clear rules about how assets can be used, appropriate segregation of duties,
effective audit trails and regular management checks on the existence and use of assets
can be effective in discouraging or identifying the misuse of assets. To reduce the risk of
staff providing information to outsiders that can then be used to perpetrate fraud,
reliance should be placed on good detective controls such as staff reporting their
suspicions (there will need to be clearly advertised avenues for staff to do this), the use
of IT checks (e.g. data mining or data matching) to provide indicators that fraud might
be occurring and spot checks of claims for large refunds (e.g. tax and VAT) from
members of the public.

Travelling, Subsistence and Allowances

Fraud Risk Area No. Vz(15151)1e Means of Discivery
A f i
bsence of preventive 18 | 17,300 | Operation of Controls 24| 20,400
control
Inadequate supervision 3 6,100 | Reported via hotlines 4 0
Mgt check not
R ted via oth
applied/insufficient mgt 9| 1,800 | cportedviaother 18| 6,600
arrangements
checks
Control system by-passed 2 2,200 | Confession 1 0
Unknown 16 1,100 | Other 1 1,500
Total 48 | 28,500 | Total 48 | 28,500

3.35 Fraud in this area involves such activities as the completion of fraudulent claims
for payment and includes claims for journeys that were not made, overstated claims,
claims for allowances for which there was no entitlement, forged signatures authorising
payment and forged documentation supporting claims.

3.36 Overall, 48 cases of fraud (8% of total cases) with a total value of £28,500 (less
than 1% of total value) was reported under this category. This represents significant
reductions over the number of cases and value reported last year (i.e. 76 cases, £87,500).
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At the time of reporting over £2,000 had been recovered and there were plans to try and
recover another £21,100.

3.37 As a proportion of overall value, travel and subsistence represents less than 1%
of the total and individual frauds tend to be low value (i.e. < £1,000). This is an area that
tends to be well controlled in most organisations. One area that departments should
look at is ensuring that they have cost-effective controls in place to ensure that they
recover any outstanding debts owed to them by staff who terminate their employment
before they leave.

3.38 Controls to prevent or detect fraud in this area are straightforward (e.g. clear set
of rules, an approval process, management checks, finance team checks, spot checks
and monitoring via the budgetary control process). The key controls can be found in
Treasury’s Fraud Casenote Number 4 and in appendix 8 of Treasury’s publication
“Managing the Risk of Fraud — a Guide for Managers”.

FRAUD RISK AREAS

Analysis of Known Fraud Risk Areas

Absence of control or lack of security 85 | 30.36 | 1.036,200 | 28.12

Control system by-passed or controls not

properly applied due to:
Inadequate supervision 42 | 15.00 51,100 | 1.39
Poor segregation of duties 6| 2.14 28,900 | 0.78
Mgt checks not applied or insufficient 30 | 10.71 20,100 [ 0.55
Internal system check not applied 18 | 6.43 27,800 | 0.75
Collusion 81 | 28.93 | 2,188,500 | 59.40
Other reason 71 2.50 309,200 | 8.39

Other 11 | 3.93 22,800 0.62

Totals 280 3,684,600

3.39 Fraud risk areas are the weaknesses in control that were exploited in the
perpetration or attempted perpetration of thefts or frauds.
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3.40 The highest proportion of cases (66%) arose because control systems were by-
passed or because controls were not properly applied. Collusion was the main reason
that controls were by-passed and the £2 million case and three other high-value cases
(with losses totalling over £92,000) involved collusion between staff and with outsiders.
Inadequate supervision allowed 42 cases (15%) of frauds to occur and 48 cases (17%)
arose because management or internal checks were not applied properly.

3.41 The absence of control or lack of security (85 cases) category included:

e 9 cases with a total value of £231,000 relating to pay. All involved staff
continuing to be paid after termination of employment. In four cases staff
received pay for 12 months or more. Two cases involved losses of £91,000
and £80,000 respectively demonstrating the potential risk if payroll leavers
are not processed properly.

e 25 cases with a total value of £376,300 relating to the theft of assets. All
occurred because assets were not held securely and included the theft of
laptop computers from classrooms at training facilities (27 computers
valued at £57,000), cash (£30,000) from a sub-account; stores items, vehicles
(£25,000) and goods in transit (£167,000).

e 8 cases involving payments with a total value of £170,500 that included the
theft of a cheque worth £162,000.

3.42 Inadequate supervision or lack of management checks led to the perpetration
of 72 frauds with a total value of £71,200. Although individual losses were not high in
value terms, four of the high-value cases reported under the collusion category,
including the £2 million case, went undetected because the level of supervisory control
was not as strong as it could have been demonstrating the importance of these controls.

MEANS OF DISCOVERY

Means of Discovery

Operation of control procedures 254 | 40.32 | 3,348,100 | 85.69
Reported via hotlines 42 | 6.67 75,000 | 1.92
Reported via other arrangements 189 | 30.00 378,600 [ 9.69
Confession 2| 032 0| 0.00
Other 35| 5.56 82,300 2.11
Not known at time of reporting 108 | 17.14 23,000 | 0.59
Totals 630 3,907,000
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3.43 The main means of discovery was through the operation of control procedures -
254 cases (40% of all cases reported) and £3,348,100 in value terms (86% of total value).
The £2 million case was discovered as a result of investigations carried out by a
department into the activities of members of the public when the link to the member of
staff was discovered. Good management information is very important to allow
reviewers to make best use of scarce resources by allowing them to target exceptional
transactions or transactions in high-risk areas.

3.44 Although the operation of control procedures was the main means of discovery,
as we have seen under the section on fraud risk areas, control systems can be by-passed
or controls not applied vigorously enough and so avenues established for staff or
members of the public to report their suspicions of fraud are often the only other way
that fraud is discovered. 231 (37%) cases came to light in this way of which fraud
hotlines accounted for 42 cases, but other reporting avenues (e.g. via senior
management, line management, internal audit) accounted for most cases (189). Our
analysis of anti-fraud questionnaires shows that all departments have suitable and well-
advertised avenues for staff to report fraud. It is important that all staff are made aware
of avenues available for reporting fraud, that they are reminded about them from time
and are encouraged to report their suspicions of fraud.

ACTION TAKEN AGAINST FRAUDSTERS

2003-04 2002-03

Action Taken Against Fraudsters

Prosecuted 6 1.01 17 | 3.60
Contract terminated 5 0.84 5 1.06
Dismissed or resigned 124 | 20.77 71 | 15.04
Downgraded 12 2.01 2| 042
Loss of spine points and/or promotion 53 8.88 12 | 2.54
Formal reprimand 27 4.52 44 | 9.32
Insufficient evidence for further action 33 5,53 | 117 | 27.79
Awaiting outcome of internal or legal proceedings 320 | 53.60| 178 | 37.71
No action taken on grounds of poor health 0 0 2| 042
Other action taken 17 2.85 24 | 5.08
Totals for cases with known perpetrators 597 472

Perpetrators not identified 33 426

Total reported cases 630 898
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3.45 The 630 cases of fraud or theft reported included a number of cases that
involved two or more perpetrators and collusion with colleagues and/or accomplices
outside their department. Overall 664 personnel were identified as being involved in
the 597 cases with known perpetrators. In a further 33 cases culprits were not identified
but departmental staff were assumed to be responsible.

3.46 This year departments reported 320 cases (56% of all cases reported) that were
“awaiting the outcome of internal or legal proceedings”. These cases included 303 that
were in the early stages of investigation at the time of reporting. It is however
encouraging that, where perpetrators were known, departments had taken or were in
the process of taking, appropriate action against them. Appropriate action also
includes the recovery of losses. Recovery action was taken in 57 cases and resulted in
around £70,000 being recovered. Recovery action was planned in a further 15 cases
where total losses amounted to almost £2.8 million.

3.47 Many of the cases reported this year were cases relating to personnel
management issues such as abuses of official time (e.g. playing computer games,
browsing the Internet), staff found to be working elsewhere when on sick leave and
abuses of flexible working time arrangements. Typical actions taken against
perpetrators for these cases include dismissal, downgrading, loss of spine points and/or
promotion, or formal warnings.

CONTRACTOR FRAUDS

3.48 As third party providers deliver more and more government services, it becomes
increasingly important that departments are aware of the fraud risks and the need to
take appropriate action to minimise the risks. Annex D provides details of frauds
perpetrated by contractors where individual losses exceeded £20,000. These cases are
excluded from the main analyses. Cases involving staff working in collusion with
contractors are, however, included in the main analyses.

3.49 Abrief analysis of the contractor frauds reported to us revealed that:

e There were 15 cases reported with values that exceeded £20,000 totalling
nearly £2,000,000 (see Annex D). Action taken by departments to recover
losses had resulted in the recovery of over £620,000.

e The largest value fraud involved losses of around £737,000 and related to the
theft of fuel involving the forging of documents. Action had been taken to
overhaul weak control systems and to recover losses.

e One department reported 9 cases with a total value of over £865,000 relating
to the provision of services to customers of the department by various
contractors at several localities and generally involved fraudulent claims for
services that were not provided. In all cases losses were recovered or were
in the process of being recovered.
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e Other examples of frauds perpetrated by contractors included:

e Timesheet and travelling expense irregularities by contractor or agency staff
including inflated claims and forged authorising signatures;

e Payment requests from contractors for work not done or services not
provided;

e Attempted bribery in order to gain an advantage over others bidding for
work;

e False accounting by contractors who were given funds to manage;
¢ The attempted manipulation of tenders;
e Inferior materials used by works contractors;

e The suspected withholding of information by contractors on which
discounts were based;

e Material purchased for a job and used for personal purposes by a
contractor.

EXTERNAL FRAUDS

3.50 Departments are asked to report any external frauds that contain lessons for
other bodies. These are not included in the main analyses but summaries of individual
cases where losses exceeded £20,000 can be found in Annex E. There were 128 cases
reported with a total value nearly £500,000. This should not be interpreted as being a
complete record of all fraud perpetrated by members of the public against government.
Most external fraud is related to the main work of individual departments (e.g. benefit
payments) and these cases are not reported to us because they contain lessons for those
departments only.

3.51 The main points of interest arising from the cases reported to us are:

e One department that operates a mail order retail business reported a large
number of credit card frauds. Orders received by post, are taken over the
phone or placed via the Internet. The total loss last year was estimated to be
£120,000. The department has appointed a fraud officer and introduced
more stringent checking of credit card details. Early indications are that
although the level of attempted fraud has increased, these are detected
earlier and serious frauds are prevented.

e Two other cases involving credit cards were reported by other bodies. One
involved the purchase of an airline ticket by phone, quoting a GPC number
without the knowledge of the card owner. The other case was an attempted
conference booking using a stolen GPC card.

e There were 14 cases involving cheques or payable orders. These included 11
cases where payee details and/or amounts had been altered and 3 cases
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where attempts had been made to cash cheques that were copies of
originals.

Thefts by members of the public included the loss of 14 pieces of IT
equipment such as laptops and 20 mobile phones.

Organisations that provided retail services to the public reported 18
occasions when counterfeit notes or coins had been used to purchase
goods.

A fictional supplier managed to acquire payment of over £8,500.

Recovery action was taken in 21 cases in which losses amounting to some
£166,000 were recovered. Recovery action was planned in a further 19 cases
where losses amounted to around £21,000.

ANTI-FRAUD MEASURES

3.52 Annex B provides an analysis of anti-fraud questionnaires that were completed
by 39 government departments in addition to their annual fraud returns. Departments
were asked to copy the questionnaires to their sponsored bodies such as NDPBs and
public corporations and we received 70 completed questionnaires from these bodies.

3.53 The main points of interest from the analysis are:
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It is encouraging to note that a majority of all the bodies that completed an
anti-fraud questionnaire had carried out a separate fraud risk assessment or
had included fraud risk in their overall assessment of risk

Overall, 85% of organisations had a named individual who was responsible
for fraud strategy and policy (89% for departments, 83% for other bodies).

A majority of organisations considered the risk of internal fraud to be low
(68% for departments, 87% for other bodies). Only 1 department considered
fraud risk to be high. 12% of all bodies gave the risk of fraud a medium
rating.

All main departments and 80% of other bodies had anti-fraud policies. 82%
of main departments and 64% of other bodies had fraud response plans.
These percentages are improvements over last year when 94% of main
departments had fraud policies and 71% fraud response plans.

84% of departments said that they had made staff fully aware of their anti-
fraud policy and 70% of other bodies made the same claim.

97% of departments encouraged staff to report their suspicions of fraud and
all had established avenues for staff to do so. In most cases staff were
encouraged to report fraud via senior or line management although other
avenues had been established as well (e.g. hotlines — 43%). 96% of other
bodies had clear avenues for reporting fraud.
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e 92% of departments and 86% of other bodies said that they always
investigated reported suspicions of fraud. 14% of other bodies did not reply
to this question because they were very small bodies and had never
experienced fraud.

e 84% of departments and 62% of other bodies said that they employed anti-
fraud experts (internal or external) to investigate fraud. 55% of departments
and 73% of other bodies used their internal auditors to investigate frauds or
to work with their anti-fraud experts.

e Only 39% of all organisations (53% for departments, 31% for other bodies)
provided fraud awareness training to staff. 5% of departments and 23% of
other bodies made new staff aware of their anti-fraud policies in induction
training.

3.54 Most organisations carried out regular fraud risk assessments, had clear anti-
fraud policies and fraud response plans and had created clear avenues for staff to report
their suspicions of fraud. Perhaps more consideration could be given to the provision
of fraud awareness training to operational staff and new entrants.
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ANALYSIS OF FRAUD BY DEPARTMENTAL

STAFF
2003-04 2002-03
Cases Value Cases Value
No. % £ | % No. % £ i
T&S and allowances 48 | 7.62 28,500 | 0.73]| 76| 8.46 87,500 | 2.01
Pay related fraud 32| 5.08 254800 | 6.52| 21| 2.34 83,200 | 1.92
Theft of assets & information 44 | 6.98 456,200 | 11.68 | 286 | 31.85 486,800 | 11.21
Exploiting assets and info 86 | 13.65 64,800 | 1.66|139| 1548 | 2,711,300 | 62.43
Procurement fraud 33| 5.24 324,700 | 8.31 13| 1.45 84,200 | 1.94
Personnel mgt related fraud 161 | 25.56 5500| 0.14| 64| 7.13 28,600 | 0.66
Fraud related to payments 160 | 25.40 757,500 | 19.39 | 163 | 18.15 539,700 | 12.43
Income related fraud 17| 2.70| 2,009,400 | 51.43 | 46| 5.12 225,700 | 5.20
Other 49| 7.78 5600| 0.14| 24| 2.67 1,000 | 0.02
Not known at time of reporting 66 | 7.35 94,700 | 2.18
Totals 630 3,907,000 898 4,342,700

Fraud Risk
Areas

2003-04

Cases

No.

%

Value
£

Cases
No. %

2002-03

Value
£

% |

Absence of ctrl/lack of security 851 13.49 | 1,036,200 | 26.52 | 236 | 26.28 529,100 | 12.18
Control system by-passed or
controls not properly applied
due to:
Inadequate supervision 42 | 6.67 51,100 | 1.31]| 82| 9.13 203,500 | 4.69
Poor segregation of duties 6| 0.95 28,900 | 0.74 7| 0.78 154,500 | 3.56
Mgt checks not applied or | 351 476 | 20100| 051| 54| 6.01| 142400 3.28
insufficient
L”;glrigz' system checknot | 4o 586 | 27800| 0.71| 23| 256| 76,200| 1.75
Collusion 81]12.86 | 2,188,500 | 56.01 | 107 | 11.91 | 3,021,600 | 69.58
Other reason 71 1.11 309,200 | 791 11| 1.22 14,700 | 0.34
Other 11| 1.75 22800 | 058 33| 3.67 183,600 | 4.23
Not known at time of reporting | 350 | 55.56 222,400 | 5.69] 345 | 38.42 17,100 | 0.39
Totals 630 3,907,000 898 4,342,700

Means of 2003-04 2002-03
Discovery Cases Value Cases Value
No. % £ No. % £ % |

Operation of controls 2541 40.31 | 3,348,100 | 85.69 | 280 | 31.18 | 3,553,700 | 81.13
Reported via hotlines 42 | 6.67 75,000 192 70| 7.79 2,500 | 0.06
ROPEIMEE Ve G 189 [ 30.00 | 378,600 | 9.69|356|39.64| 523,800 | 12.06
arrangements
Confession 2| 0.32 0| 0.00 4| 0.45 200 | 0.01
Other 35| 5.56 82,300 | 2.11]| 49| 5.46 59,900 | 1.38
Not known at time of reporting | 108 | 17.14 23,000 | 0.591139|15.48 | 202,600 | 4.66
Totals 630 3,907,000 898 4,342,700
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ANALYSIS OF ANTI-FRAUD
QUESTIONNAIRES

Completed anti-fraud questionnaires were received from 38 bodies who
complete annual fraud recurns (departments mainly) and 70 other bodies such
as NDPBs and Public Corporations. The table below summarises all the data
provided.

Bodies that complete annual fraud

Other bodies (e.g. NDPBs) Total
returns
Organisations that: Number: % of Total Number % of Total Number % of Total
Had carried out a fraud risk assessment. 15 39 29 1
44 41
Had included fraud risk as part of the
organisation's overall assessment of risk. 25 66 45 64
70 65
That carry o'ut fraud risk assessments on a 2 63 a7 53
regular basis. 61 56
Made a named individual responsible for
fraud strategy and policy. 34 89 58 83 92 85
Considered the the risk of theft/fraud by
staff to be:
High 1 3 1 1 2 2
Medium 8 21 5 7 13 12
Low 26 68 61 87 87 81
Considered the the risk of theft/fraud by
external parties to be:
High 3 8 2 3 5 5
Medium 9 24 9 13 18 17
Low 24 63 59 84 83 77
Had established goals or targets for
managing the risk of fraud. 14 87 Y 10 21 19
Had an anti-fraud policy. 38 100 56 80 94 87
Had a fraud response plan. 31 82 45 64 76 70
Regularly review their anti-fraud policy and 26 68 36 51
response plan. 62 57
Had communicated its fraud policy to all
staff 32 84 49 70 81 75
Had communicated its response plan to all
staff 15 39 42 60 57 53
Encouraged staff to report their suspicions
of fraud. 37 7 66 % 103 95
Had the following avenues for staff to report
their suspicions of fraud:
Line management. 36 95 67 96 103 95
Senior management. 36 95 66 94 102 94
An Internal Hotline. 12 32 18 26 30 28
An Independent Hotline. 4 11 12 17 16 15
Some other person or body. 18 47 25 36 43 40
Clearly advertised their avenues for
reporting fraud. 28 74 42 60 70 65
Investigated all reported suspicions of
fraud. 35 92 60 86 95 88
Publicised the results of action taken
against known perpetrators. 14 37 2 4“1 43 40
Me?s.u'red the effectiveness of anti-fraud 13 34 24 24
activities. 37 34
Had fraud investigated by:
Internal anti-fraud specialists. 19 50 22 31 41 38
Internal audit. 21 55 51 73 72 67
External experts. 13 34 22 31 35 32
Other. 15 39 21 30 36 33
Provided fraud awareness training to
operational staff. 20 53 22 31 42 39
Covered their anti-fraud policies in
induction training for new entrants. 21 55 24 34 45 42
Was affected by the Proceeds of 0 0
Crime/Money Laundering regulations 0
Total no. of Questionnaires 38 70 108
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£91,000

£80,000

£28,847 &
£20,020

£35,410

£35,200

LARGE VALUE FRAUDS PERPETRATED BY
STAFF

main analyses.

The following summaries relate to cases with values of £20,000
or more which were perpetrated by or involved staff in some way
(e.g. collusion with outsiders). These cases are included on the

Pay Related Frauds

A senior member of staff (Grade 7) was seconded to a charity and later left that
organisation without informing the home department. He continued to receive
salary for a period of 18 months. The fraud arose because the home department
did not confirm the continued employment of the perpetrator with the
organisation to which he was seconded and was discovered when a special
review of secondees was carried out. The officer was dismissed, new controls
have been implemented and action is being taken to recover the losses.

Two members of staff were dismissed but weak internal controls, allowed them
to remain on the payroll and to continue being paid. The case was under
internal investigation at the time of reporting and the weaknesses that allowed
the fraud to be perpetrated were under independent review. The department
plans to take recovery action and may involve the police if this is contested.

Two cases involving members of staff who continued to receive salary for 12
months after termination of employment were reported. The individuals failed
to notify the paying authorities despite continuing to receive pay. Weak control
allowed the frauds to go undetected for so long and management controls have
been improved. Recovery action is in hand.

Thefts of Assets and Information

A reported theft of goods at an overseas location was being investigated at the
time of reporting. A lack of security allowed the theft to take place. Measures
have been taken to improve physical security.

Twenty-four laptop computers were suspected of having been stolen from
secure classrooms. A police investigation was underway at the time of
reporting. Physical security has been improved at the location with laptops
secured in a guardroom overnight. Security chains are also being procured in
order to secure laptops to desks during the day.
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£33,000

£30,545

£30,000

£25,000

£21,517

£25,573

£136,000

IT equipment was stolen from a secure government site. It is not known
whether staff or outsiders perpetrated the theft. The case was under
investigation at the time of reporting and action was taken to improve physical
security in the area by restricting access and upgrading the facility in which the
items were held.

Pure air changing equipment was stolen during transit to an overseas location
from the UK. A police investigation proved negative and was hampered by
complex transport arrangements.

This case relates to the theft of cash from a sub-account, possibly through use of
false documentation. The case was still under investigation at the time of
reporting and other accounts were undergoing independent scrutiny.

Vehicles were stolen from a secure site. Investigations did not reveal a
perpetrator and theft was attributed to absence of proper control due to
restricted manning levels. Measures were taken to improve physical security at
the site.

Three laptop computers were stolen from a training room on a secure site. The
police are investigating the theft. Action has been taken to improve physical
security, written instructions have been updated and regular physical checks
introduced.

Exploiting Assets and Information

An imprest account was set up to fund a project. The account was set up in the
imprest holder’s name rather than the project name and only one signature was
required (the imprest holder’s) in order to access funds in the account. At the
end of the project there was a discrepancy between departmental accounts and
the amount remaining in the imprest account. At the time of reporting the case
was under investigation and action will be taken against the suspected
perpetrator, including recovery action when investigations are completed. In
the meantime procedures over the use of imprest accounts have been
strengthened.

Procurement Fraud

Some goods were purchased from the administrator of an organisation that had
gone into liquidation. Some parts of the equipment were discovered to be
missing on arrival at the new site. A police investigation failed to identify a
perpetrator but concluded that the theft probably occurred at the old location.
Action to recover the losses has been taken.
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£76,836

£50,000

£22,025

£293,334

£162,117

£131,690

An allegation was received relating to an official thought to have been directing
invitations to tender to three real or spurious firms owned by him or by a third
party. The case was in the early stages of investigation at the time of reporting.
Action is being taken to improve management control.

An allegation of corruption from a member of staff led to the discovery that
three staff members colluded to bypass internal control procedures allowing
them to place work required by the department with a call-off contractor,
including unnecessary work, in return for payments from the contractor. The
frauds were perpetrated over a 4-year period and £50,000 is the estimated
amount that was paid to staff by the contractor. At the time of reporting the
case investigation had been completed and legal advice was that the legal
proceedings could be taken.

Acting on information received from a member of staff it was discovered that an
officer had appointed his son to carry out repair work in the office and had
authorised false and inflated invoices for payment. The officer resigned and the
case was under investigation at the time of reporting and the department was
awaiting legal advice as to the viability of taking criminal proceedings.

Fraud Related to Payment Processes

This fraud was perpetrated over a five and a half year period and involved
making false repayments to fictitious clients. The fraud came to light as a result
of a monitoring system that allows internal audit to identify and investigate
possible fraudulent repayments. Internal controls (segregation of duties) were
bypassed in order to perpetrate the fraud. The perpetrator has admitted
responsibility for initiating the false payments and the department, acting on
legal advice, has taken the decision to take criminal proceedings against the
alleged perpetrator.

A cheque payment to an organisation was intercepted and stolen. The theft
came to light when the intended recipient complained that the payment had not
been received. Future payments to the organisations will be made by BACS.
Making all future payments by BACS was being considered. The case was under
investigation at the time of reporting.

This case came to light as a result of an audit trail monitoring system which
looks for evidence of possible fraudulent repayments to departmental clients.
In this case outsiders colluded with a member of staff who created fictitious
records in order to generate the false payments. As a result of the case, access
to computer systems has been reviewed by internal audit. The officer pleaded
guilty to all charges and was sentenced to 2 years imprisonment. The
department is taking action to recover the losses.
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£48,483

£33,750

£2,000,000

Internal control checks identified a number of possible fraudulent payments to
an external party and a member of staff. The staff member was suspected of
colluding with the external party. The officer denied any involvement in the
fraud explaining that the series of payments were from the outsider in return for
referring clients to his firm. Acting on legal advice it was decided not to take any
action against the staff member (who had already resigned) but criminal action
is to be taken against the external party. In the light of this and other similar
cases an enhanced audit trail monitoring system has been introduced to detect
this type of fraud earlier.

This case involved collusion between a member of staff and outsiders. and came
to light as a result of monitoring electronic audit trail information. The member
of staff has pleaded guilty to conspiracy and was sentenced to 18 months
imprisonment. Two of the accomplices received 3 month prison sentences each
and two others given 150 hour Community Punishment Orders. Action to
recover amounts lost to fraud is planned.

Income Related Fraud

This case allegedly involved collusion between three employees of a department
and 11 members of the public. The involvement of staff was discovered when
the department investigated the activities of the members of the public. Two
staff members, it is alleged, ensured that income due to the department from
the members of the public was not collected. The third staff member is alleged
to have laundered a sum of money. This case exposed deficiencies in
management procedures. As a result action has been taken to increase
management control, provide more central direction, increase the number of
teams included in the work rota system and restrict management information.
All three officers are awaiting criminal trial.
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£737,000

£157,000

£70,000

£40,000

£31,475

CONTRACTOR FRAUDS

The following summaries relate to cases with values of £20,000
or more that were perpetrated by contractors. These cases are
not included in our main analyses.

A contractor at an overseas location was arrested by local police after allegations
had been received that fuel had been stolen. The theft involved forging
documents in order to obtain the fuel. The contractor admitted his guilt and
action has been taken to recover losses to the department. The department has
also carried out a review of its overall control system.

An organisation had claimed grants on behalf of customers but had failed to
operate satisfactory systems of internal control. On audit, the organisation was
unable to provide a full audit trail to account for the grant payments as its
agents had taken on this responsibility (contrary to the rules of the scheme).
Work is continuing to establish the full amounts for which there is no evidence
of invoiced and defrayed expenditure. Additional audit procedures have been
put in place in relation to other such organisations. Action has also been taken
to recover losses and to date £43,000 has been recovered. The case is under
investigation.

A contractor was employed to manage a micro-finance project from which loans
were made to clients.. The fraud involved the making of loans to “ghost” clients,
not recording loan repayments properly and failure to bank cash received.
Collusion by contract staff allowed the fraud to be perpetrated. The fraud was
discovered as a result of somebody reporting his or her suspicions that a fraud
was being perpetrated. The contract was terminated. Additionally, the
department introduced more frequent management checks, improved
management information, allocated responsibilities to named individuals,
restricted access to computer data, introduced more comprehensive checking of
potential new employees, and strengthened general office administration
procedures and controls.

The fraud involved collusion between project staff and outsiders over a period of
2 years. It went unnoticed due largely to the high turnover of management and
staff and the theft of computers holding financial information making it difficult
construct and reconcile accounts. Better segregation of duties and improved
financial management has been put in place.

This case involved the fraudulent use of a GPC card by a contractor. It arose
because of inadequate monitoring by the department of the contractor’s use of
the card. The contractor was dismissed and the total loss recovered. The
department has implemented better arrangements for monitoring GPC usage by
contractors and is planning to reduce the number of cards issued to contractors.
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7))

£30,000

£865,500

A commercial company was given funding to organise a conference in overseas.
There was no evidence that the conference ever took place and the department
is now trying to recover the funds advanced to the commercial organisation.
The fraud arose because the wrong funding mechanism was used. The
department will no longer give grants to commercial organisations.

Nine similar cases involving losses of £20,000 or more were reported by one
department who had employed contractors at a number of locations to provide
training services to some of its customers. All of these cases came to light as a
result of allegations made by customers, contract employees or other
contractors. The allegations included: claims for fees for non-attendees at
training events; payment claims supported by false information (e.g. forged
timesheets); trainers who failed to turn up at training events; and non-
compliance with contract terms and conditions. All cases were investigated and
recovery action taken or planned. Better arrangements for monitoring
contractor performance and processing payment claims have also been
implemented.
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£75,000

£34,360

£25,250

EXTERNAL FRAUDS

frauds against central government bodies. This is not a complete

frauds against government bodies relate to the business of the

these areas are not reported ¢to us). These cases are not included

Members of the public perpetrated the following thefts and

lis¢ of all external frauds but only those cases that contain
general lessons for other government bodies (note: most external

organisation such as benefit payments, income tax, and VAT and
contain lessons for those departments only. Details of fraud in

in our main analyses.

A member of the public attempted to pay into an account a cheque from a
government department. The bank queried the cheque as it was their normal
practice to query payments over £13,000 in value. The cheque was a forgery. So
far police enquiries have failed to identify the perpetrator of the attempted
fraud. The department is developing secure electronic payment procedures to
reduce the risk of this type of fraud occurring in future.

This was an attempted fraud whereby a person attempted to transfer a sum of
money from a department’s account. The account manager at the bank spotted
attempted bank transfer before any loss to public funds occurred. The case is
under police investigation. The department is developing more secure
electronic payment procedures.

In Feb 2004 a bank’s fraud section notified a department that a "clone" cheque
had been presented to the bank drawn on the department’s current account.
The cheque was payable to an individual and valued at £25,250. The original
cheque was for £248.85 and made payable to a company. It was cashed in
October 2003. The Police have been informed and steps have been taken to
increase the use of payment by BACS.
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This annex highlights reports on PAC hearings in the period 1 April 2003 ¢to 31
March 2004 relating to fraud or where control weaknesses left organisations
vulnerable to the risk of fraud. Below are brief summaries of the reports, the
main lessons learnt and recommendations made ¢to improve control.

Tackling Fraud Against the Inland Revenue

(HC62 - 13 January 2004)

1. The PAC examined the Inland Revenue on progress in assessing the risks of fraud and developing a
strategy to counter it; the measures being taken to tackle tax fraud and fraud in tax credits; and their use of
sanctions and publicity to deter fraud.

2. The main conclusions and recommendations included:

The Revenue had not estimated the direct tax gap, which is the difference between full and
actual compliance with the tax rules. While there are recognised methodological problems
which make it extremely difficult to measure the ‘direct tax gap’, overseas research and the
Revenue’s random enquiry programmes now underway on individual taxes offer a way
forward in providing, for the first time, estimates of the scale of losses from fraud and other
non-compliance. The Revenue should focus their work on making a reasonable estimate of
the tax gap so that they can judge the effort needed for a given reduction in losses. The
Revenue first set out their tax compliance strategy in the 1980s. Their business has since
expanded significantly and the environment in which they operate has changed, with
developments in the law, access to information and information technology. They should set a
date for completing and publishing their revised compliance strategy including an explicit
strategy for preventing, detecting, investigating and deterring fraud, and the performance
measures by which they will assess achievement.

The low number of fraud investigations and prosecutions is not commensurate with the
potential sums at stake in lost revenue. Nor has the overall scale of work kept pace with the
expansion in the Revenue's business. Investigation work on tax fraud appears to have reduced
as work on tax credit fraud has increased, despite additional resources being provided. The
financial returns on investigations suggest that it would be cost-effective to do many more.
The Revenue should increase the level of investigations and prosecutions sufficiently to permit
a meaningful evaluation of the effects of doing so. They should also seek to increase the
effectiveness of such work by greater publicity to heighten public awareness about the risk of
detection and punishment for those who commit fraud.

To date the results of work aimed at using the new offence of evading income tax, which is
particularly relevant in tackling fraud in the shadow economy, have been limited. In
increasing the level of prosecutions the Revenue should extend the coverage across all
taxpayer groups, to include all sizes of business and lower value cases, so that deterrence is
maintained across the entire taxpayer base.
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There is a difficult balance to be struck in offering those in the shadow economy the incentive
to regularise their tax affairs while not giving them an unfair advantage over those who have
complied fully. While it remains important to punish serious abuse, the Revenue should also
examine opportunities to secure higher levels of voluntary compliance and payment of tax
due, for example by improving arrangements for payment by instalment and interest on
arrears of tax.

The Revenue face a growing threat from fraud involving offshore accounts and structures. The
Revenue should work closely with the banking and credit card industry and professional
representative bodies to ensure the reporting requirements of recent legislation are fully
understood and acted upon. If difficulties remain they will need other ways to obtain the
information they require, such as a statutory duty for financial institutions who provide
offshore accounts to disclose the identity of account holders.

The Revenue expects prosecutions for new tax credit fraud to rise as new powers take effect,
but they see civil penalties as their primary weapon. The Department for Work and Pensions
prosecute more than twenty times as many cases per £100 million spent. The Revenue should
work with the Department for Work and Pensions to secure greater consistency in the scale
and nature of sanctions applied.

To those involved in or contemplating fraud the chances of getting caught could appear
minimal, since the Revenue only carry out 400 serious fraud investigations and 60
prosecutions a year on a customer base of more than 30 million. The 12:1 financial return
achieved by the Special Compliance Office, which excludes the yield from criminal
prosecution work and wider deterrent effects, suggests that a substantial increase in
investigation activity would be cost-effective. More prosecutions should also bring
opportunities to make greater use of the confiscation and restraint powers to deprive
fraudsters of the wider proceeds of their crime.

The enforcement of fines imposed by the courts for convicted fraudsters is important in
building an effective deterrence. Although it is not the Revenue's role to collect the fines, they
should nevertheless work with the Department for Constitutional Affairs to find out the level of
fines actually paid. Without that knowledge they can hardly judge the effectiveness of
prosecutions as a deterrent, or strike the right balance between prosecution and civil
penalties.

The Revenue have not followed the examples of the Department for Work and Pensions and
HM Customs and Excise in undertaking national campaigns to raise public awareness about
the unacceptability of fraud and the consequences of getting caught. A pilot project could test
the cost-effectiveness of such a campaign and show whether there is a case for a wider
exercise. The Revenue should also publicise their awareness of new forms of fraud and evasion
schemes, as a deterrent to further use, and the results of their compliance activities, drawing
on the experience of their overseas counterparts such as the US Internal Revenue Service.

The Sheep Premium Scheme

(HC64 - 18 December 2003)

Between 1995 and 2002, £170 million was paid under the Sheep Annual Premium Scheme in

Northern Ireland. The Scheme is a European Union support mechanism for sheep producers.
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4, On the basis of a Report by the Comptroller and Auditor General for Northern Ireland the
Committee took evidence from the Department of Agriculture and Rural Development in Northern Ireland
on five main issues including combating fraud.

5. The main conclusions relating to fraud included:

The Department had, in the past, been soft on fraud that had contributed to unacceptably
high levels of fraud within Northern Ireland agriculture. The Committee concluded that many
fraudsters would have regarded an attempt to cheat the scheme as a risk worth taking, given
the slackness in control and the Department's poor record of prosecution.

6. The report included the following fraud related recommendations:

Weaknesses in the Department’s land identification systems leave it vulnerable to fraud. The
Department needs to speed up its validation of land identification data base records.

Every case of suspected fraud should be properly investigated. Decisions on all cases should
be fully documented. Every realistic opportunity to prosecute should be pursued. Successful
prosecutions should be widely publicised as a deterrent to other would-be fraudsters.

Where civil servants deliberately seek to exploit departmental rules the Department must be
seen to take strong action. This should always include disciplinary proceedings and, wherever
possible, prosecutions.

Staff who claim agricultural subsidies should make a conflict of interest declaration.
Departments should consider each situation where a potential conflict of interest exists and
ensure that the risks are fully addressed.

The Department should ensure, through close supervision and monitoring, that any pattern of
possible collusion is picked up at the earliest opportunity. Other measures such as a
programme of selected re-inspections should be considered.

The Department must make fraud a decidedly unattractive proposition, by ensuring that it has
an effective inspection process, a rigorous prosecutions policy and penalties that outweigh the
potential gains from fraud.

Tackling Benefits Fraud
(HC488 - 5 July 2003)

7. The Department for Work and Pensions spend around £100 billion a year on welfare benefits,
representing more than a quarter of central government expenditure. The Department through Jobcentre
Plus directly administers most benefits. In the case of Housing Benefit the Department are responsible for
policy, regulations and rates of benefit, while local authorities are responsible for the delivery of the
benefit. The Department estimate that they lose some £2 billion a year through fraudulent claims for
benefit. The most vulnerable benefits are Income Support, Jobseeker's Allowance and Housing Benefit
which account for some 60% of the loss.
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Building on previous reports by the Committee on fraud and error in benefits, and on the basis of a
Report by the Comptroller and Auditor General, the Department was examined on:

Progress in reducing fraud;
Action still needed; and

The special problems of Housing Benefit fraud.

The main conclusions and recommendations were:

Although the Department has made some progress in reducing the losses from fraud and error
on Income Support and Jobseeker's Allowance by 24% since 1997-98 the current level of loss is
still not acceptable. The rate of reduction slowed in 2001-02. It is clearly not acceptable to have
a situation where the Department's accounts have been qualified for the last 13 years, or that
some regions have performed half as well as others. Sharing good practice and better targeting
of the Department’s checks on claims and investigation work could reduce fraud and error.
The Department should agree performance improvement plans with each region.

There remain many deficiencies in the performance of local authorities in housing benefit
administration and anti-fraud work, despite repeated commitments over the years by the
Department to address the longstanding problems. The Department have now launched a
number of further initiatives, for example new performance standards and an anti-fraud
subsidy scheme, and they intend to review progress in joint working between Jobcentre Plus
and local authorities. They need to demonstrate that these initiatives can deliver results,
unlike some earlier initiatives.

The Department's experience over the years suggests that the arrangements whereby local
authorities pay housing benefit are insufficiently robust to deliver the benefit without
substantial losses to the taxpayer. If the Department cannot make these arrangements work
more effectively they will need to consider what alternative methods of delivery might align
payments better with lawful entitlement.

The complexity of the benefits system must be reduced if the Department are to make real,
sustained progress in reducing fraud. Reducing complexity would help in restricting the
opportunities for fraudsters to exploit the confusion faced by many claimants about their
obligations and entitlement, and also in reducing the propensity for errors by Departmental
staff in paying benefits. Simpler benefits may be less well targeted and perhaps more
expensive, but the Department should seek to identify areas in which the costs might be
mitigated by administrative savings and reductions in fraud.
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Royal Mint Trading Fund 2001-02 Accounts

(HC588 — 17 April 2003)

The Committee, on the basis of a Report by the Comptroller and Auditor General, took evidence

from the Royal Mint and the Treasury on a number of issues including:

11.

12.

e The control weaknesses that gave rise to thefts of banknotes from the Royal Mint in 1997 and
2001 (£25,680 in brand new £20 notes); and

e The allegations of improper payments by the Royal Mint.

Key conclusions on the above issues were:

e As aresult of the lax attitude of the Royal Mint's management to basic financial controls and
physical security, two thefts of banknotes occurred. The Royal Mint failed to learn lessons
from the first theft, and its Accounting Officer will need to show that controls are now tight
enough to prevent any further recurrence.

o Allegations that the Royal Mint made improper payments are now the subject of an
investigation by the Serious Fraud Office (SFO) to establish whether criminal offences may
have been committed. The new Deputy Master has acted promptly and appropriately in
investigating these allegations, and will need to deal vigorously with associated shortcomings
in management and corporate governance.

Factors that contributed to the banknote theft included:

e Neither of the two keys to the safe containing the banknotes was held securely.
e The safe was poorly located within the gold store, being located away from the supervisor.

o Although within a secure area, the safe was generally opened at the start of the day and left
open and unattended until the end of the day.

e Aswell as Royal Mint employees, certain contractors working on the site had access to the area
where the safe was located.

e No periodic stock checks of the contents of the safe were made between February and
December 2001.

e The decision to order and store the total expected production run at the outset, rather than
drawing down smaller consignments from the Bank of England as required during production
exposed the Royal Mint to higher risk and potential loss.

o Whilst the Royal Mint is highly vigilant in addressing the risk of coin theft, its control
procedures were not designed to combat the risk of thefts of other items such as banknotes.
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Individual Learning Accounts

(HC544 - 4 April 2003)

13. The Government introduced Individual Learning Accounts in England in September 2000, to
widen participation in learning and to help overcome financial barriers faced by individuals. Accounts
were to be available to everyone, including the self-employed, and were to be used to help pay for learning
of the learner's choice. The scheme was to be funded from £127.5 million released from the wind-down of
the Training and Enterprise Councils together with additional funding of £23 million (subsequently
increased to £40 million) and £46 million in 2000-01 and 2001-02 respectively.

14. The scheme was successful in attracting over one million people back into learning. However, in
November 2001, a fortnight after announcing the planned suspension of the scheme with effect from
December, the Government withdrew it following allegations of fraud and abuse. Total expenditure is
likely to exceed £290 million against a budget of £199 million (Figure 1). The scale of fraud and abuse could
amount to £97 million, including £67 million fraud.

15. A more detailed report based on the Select Committee on Education and Skills Third Report,
including lessons learned, was included in the 2001-2002 Fraud Report.

16. Annex I is an update provided by DfES on action taken against fraudulent Learning Providers.
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This annex highlights NAO Value for Money reports issued in the period 1
April 2003 ¢to 31 March 2004 relating to fraud. There was one such report
issued in the period. Below is a brief summary of the main report findings and

recommendations.
Tackling VAT Fraud
(HC357 March 2004)
1. This report examined arrangements in Customs and Excise to estimate the risks to VAT revenue; to

detect, investigate and prevent VAT fraud; to tackle VAT missing trader intra-community fraud; and to
tackle the shadow economy.

2. The main findings included:

Customs estimate that the amount lost to on VAT could be around £11.9 billion in 2002-03,
which includes substantial non-fraud losses.

The Government has set Customs a target to cut the overall VAT gap (i.e. the difference
between estimated and actual VAT receipts) from 15.7% to 12% by 2005-06.

Customs introduced measures to tackle VAT missing trader fraud (i.e. where bogus traders
register for VAT, buy goods VAT free from another EU member state, sell them at VAT inclusive
prices and then disappear without paying over to Customs the VAT they have collected) in
September 2000. Losses have decreased from between £1.77 billion to £2.75 billion in 2001-02
to between £1.65 billion and £2.64 billion in 2002-03.

Customs estimate that in 2001-02 between 125,000 and 180,000 traders operating in the
shadow economy had not registered for VAT resulting in losses of £400 million to £500 million.
By working closely with the Inland Revenue and Department for Work and Pensions, Customs
detected in 2002-03 almost 4,000 traders who should be registered for VAT and identified
additional revenue of £65 million. They also ran a one-off incentive scheme from April to
September 2003 to encourage businesses to come out of the shadow economy voluntarily.
This led to a further 3,900 traders registering by the end of 2003, with additional revenue of
around £26 million. The report recommends that Customs should disseminate the lessons
learned to help other Departments assess the value of similar schemes.

Customs estimate that between £2.5 billion and £4 billion was lost from general non-
compliance by registered traders in 2001-02. These include losses from businesses making
mistakes on their VAT returns and from deliberately under-reporting their VAT. Through their
annual programme of checks on traders, Customs identified additional VAT payable of over £3
billion in 2002-03. Customs are providing improved guidance and advice to help businesses
comply. They are also looking at how to update the estimates of loss to assess whether their
response is proportionate to the risks.

Customs’ intelligence staff have an important role in establishing patterns of non-compliance
and targeting activity at the high-resk sectors of the economy. Since September 2002 Customs
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have been improving their approach to intelligence work by focusing on national, regional
and local risks rather than individual leads. They also expect the introduction of e-Business
applications across their operations by 2005 to help generate summarised real-time
information which will help them assess the risks to VAT revenue more accurately and quickly.
In deciding on the resources to be allocated, Customs regularly review the risks to ensure these
are focused on the priority areas set out in their strategies.

Some businesses operating in the shadow economy take deliberate steps to avoid registration
by suppressing their declared turnover or fragment their businesses into separate units to
show a turnover below the VAT registration threshold of £56,000 a year for each business. By
working closely with Inland Revenue and Department for Work and Pensions, Customs have
detected almost 4,000 traders a year who should be registered. Customs are allocating more
resources to detecting traders that should be registered.

Customs make good use of information from a number of sources to help them detect VAT
missing trader fraud (e.g. notifications of suspicious transactions by financial institutions to
the National Criminal Intelligence Service, a European Union information system which can
detect possible intra-community VAT fraud known as VAT Information Exchange System or
VIES).

Customs seek first to stop VAT frauds to prevent any further losses and may impose a civil
evasion penalty (a fine) or prosecute those involved. The number of cases where civil evasion
penalties have been imposed has fallen from 898 in 1997-98 to 276 cases in 2002-03, the result
of Customs’ targeting more serious and larger value cases. The number of criminal
prosecutions finalised in court has remained broadly constant in recent years. Of the 86
completed prosecutions for VAT fraud in 2002-03, 69 resulted in convictions. Cases
successfully prosecuted took more than two years on average to complete, from investigation
to prosecution. The lack of availability of court time can cause delays and the report
recommends that Customs should assess with the Department for Constitutional Affairs
whether there are opportunities to reduce the time taken.

Where Customs have prosecuted fraudsters they seek to recover the proceeds or benefit of the
criminal activity through the use of confiscation orders. These orders can be a powerful
deterrent to fraudsters as they tackle the economics of the crime. The enforcement of a
confiscation order involves complex legal processes. From December 2002 cases have been
passed to a task force set up by the Home Office which enforces confiscation orders (whether
obtained by Customs or by the Crown Prosecution Service). It can take many years to recover
assets. From February 2003, the Assets Recovery Agency has been taking cases from Customs
and other agencies for civil recivery of assets where a criminal investigation has been carried
out but it has proved impossible to continue with the criminal case and consequently there is
no possibility of obtaining a confiscation order (which is dependent on a conviction).

The Butterfield Report, published in July 2003, found that the basic training given to
investigators is reasonably thorough but that subsequent training is somewhat ad-hoc and not
systematic and recommended that improvements be made. Customs are now in the process
of introducing national standards that will form the basis of future training in common with
other law enforcement agencies and in partnership with the Police Skills and Standards
Organisation.

The Butterfield report also recommended that Customs’ Prosecution Office should become
independent. The Government has announced that an independent Customs and Excise
Prosecutions Office will be set up during 2004 which will be directly accountable to the
Attorney General.
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The Report contains the followinig recommendations:

Customs have made major strides forward in estimating the amount lost from VAT and over
time this will allow them to assess trends. They have also produced estimates for specific
types of loss that make up the total. Customs have not broken down the estimate of loss from
general non-compliance between fraud and error because of the subjective judgements that
would need to be made on the intention of traders and the disproportionate resources
Customs consider this would involve. If they could make the distinction between fraud and
error then Customs would be able to assess whether the balance of their effort and the type of
measures taken are appropriate. Against this background Customs should develop methods
of estimating the amounts of fraud and error in the registered trader population.

Customs cooperate closely with other EU mamber states to tackle VAT missing trader fraud.
Customs should continue to work with the European Commission to improve the quality of
information used to detect irregularities by addressing the current weaknesses in VIES and
related systems.

The number of cases where civil evasion penalties are imposed has fallen significantly
although the average value of each case rose reflecting the targeting of more serious cases.
Deciding on the balance between the different measures available requires difficult
judgements on which combination is likely to have the best effect in deterring fraud. As part of
their evaluation process, Customs should therefore assess whether they have the right balance
of measures in place to reduce the VAT gap in line with the targets set by the Government.

In some cases, due to circumstances outside their control, Customs may have to wait for up to
a year for court time and lawyers to become available to try a complex case. Customs should
assess with the Department for Constitutional Affairs whether there are opportunities to
reduce the long wait for court time to become available in some VAT cases.

Customs should identify how fraudsters are concealing their assets and how such devices can
be countered by drawing on other countries’ experiences. They should also work closely with
the Assets Recovery Agency to uncover and realise hidden assets.

Customs should raise the professionalism and standing of investigators by providing training
to accredited professional standards.
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GOoOD PRACTICE IN TACKLING EXTERNAL
FRAUD - CHECKLISTS

Understanding and managing fraud risk

Ask yourself whether your organisation:

e Takes a strategic approach to tackling fraud risk;

e Assesses the size of the threat from external fraud and, where significant, undertaking a separate fraud
risk assessment;

e Identifies the areas most vulnerable to the risk of fraud;

e Knows the size of the fraud threat/type of fraud committed/who is committing them/how often/and
how much is involved;

e Has a package of measures in place to tackle losses from fraud where these are significant;
o Establishes targets to stabilise or reduce fraud;

e Allocates responsibilities for tackling, and ownership of, fraud risks to ensure that risks are managed,
plans are implemented and progress monitored.

Deterring and preventing external fraud
Ask yourself whether your organisation:

e Seeks to influence customers’ and the public’s attitude to fraud;

e Sends a strong message to potential fraudsters that they are likely to be caught and sanctions imposed
(e.g. press releases about successful prosecutions, targeted or wider campaigns);

e Considers the fraud proofing of new programmes;
e Ensures fraud controls are applied consistently and their use monitored;
e Considers strengthening controls where new fraud risks appear or where fraud starts to escalate;

e Hasan anti-fraud culture where staff understand the standards of conduct required and their personal
responsibilities in preventing fraud, applying controls and reporting cases of suspected fraud.
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Detecting and investigating external fraud and imposing sanctions

Ask yourself whether your organisation:

56

Has a well publicised telephone hotline, email and freepost address to which the public can report
cases of suspected fraud;

Uses techniques proactively to detect cases of suspected fraud such as in-depth investigative work
into ‘hotspot’ areas, data mining and neural networks as appropriate;

Assesses whether suspect cases of fraud need to be investigated further such as through the use of
scoring systems (e.g. criteria for scoring systems to determine those that should be investigated
with a view to prosecution with the remainder subject to other forms of sanction);

Assesses whether the number of investigations is proportionate to the potential sums lost to fraud;
Tracks progress of individual investigations;

Has sufficient investigative staff with essential technical knowledge and experience;

Reviews independently the way fraud investigations have been conducted;

Imposes appropriate sanctions on fraudsters such as fines, other penalties, or criminal prosecution
in appropriate cases;

Seeks to recover the amounts lost to fraud;
Evaluates the effectiveness of sanctions;

Works with others to tackle fraud.
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INDIVIDUAL LEARNING ACCOUNTS -
UPDATE

1. The Special Investigations Unit dealt with 159 Learning Providers (LPs), 108 of which were formally
accepted for investigation across 15 police forces. 66 of these are still ongoing. This includes 9 cases which
are proceeding through the courts, with trials scheduled for Autumn 2004 and Spring 2005. We are
currently seeking confirmation from the Crown Prosecution Service (CPS) as to the likelihood of the other
57 cases being robust enough to go to court.

2. Of the remaining 42 cases which are not with the police:
e 4 were brought to court;
e 16 were investigated by the police, but insufficient evidence found to bring a prosecution;
e 5 were returned as no links were identified with other cases;

e 17 were returned by West Midlands police due to resource problems.

3. To date, 93 people have been arrested, and charges brought against 35 individuals. 6 of these were
subsequently convicted and 22 are still awaiting court appearances. This includes 7 people who have
submitted guilty pleas.

4. We have been working closely with the Crown Prosecution Service (CPS) and Counsel on
producing schedules of Departmental unused material which are required for the court cases, in order to
ensure that any material which might have a bearing on a case, is properly disclosed to the defence. This
has resulted in the production of a generic ‘Disclosure Pack’ which will be used for all future cases. The
issue of Disclosure is a key area for CPS as cases have been known to fall if material is not disclosed and it is
found that it could either undermine the prosecution case or assist the defence.

5. At the request of the defence in one of the forthcoming court cases, the ILA system has been
replicated, in order that the defence, along with jury members can see how the system operated and how
LPs were able to abuse the system.

6. We are in the process of lodging claims for repayment of ILA monies with those LPs currently with
the police. Should these cases succeed in court, it is likely that restitution costs will be awarded to the
Department. However, if they do not, then the Department will then be in a position, if appropriate, to
take further action to recover monies.

7. We continue to seek recovery of monies for those cases not with the police, and have taken legal
advice on the question of whether we should take civil proceedings against LPs. Legal advice is that 3 key
questions need to be asked:

e Are there any assets worth pursuing;
e Whatis the standard of evidence held; and

o Is the case likely to be scandalous and, therefore, does it need to be treated as an exceptional
case?
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8. The majority of LPs are limited liability companies which have now ceased to trade, and assets
have been stripped. The only way in which to pursue the directors of these companies is to:

e Apply to have the individual’s assets frozen;
e Apply to have the company restored;

e Make a case against the company, which might need to be done on a line by line basis for each
ILA irregularity; and

e Make an application against the individual to trace the ILA monies.

9. Legal advice is that, unless strong evidence is held, it would be costly and require extensive work to
get behind the limited liability status and that it would not represent good value for money to expend
further significant resource when the chances of gaining a successful prosecution would be minimal.
Reluctantly, therefore, we are having to take write-off action. We have, however, identified 1 case ( not a
limited liability company) which may be worth pursuing, and we are about to instruct a local enquiry agent
to trace the owner of the business and establish the owner’s personal circumstances.

10. We are also, in order to bring those responsible to account, reporting individuals to the necessary
authorities (e.g. DTI, Companies House, HM Customs and Excise) where we have evidence that directors
have acted improperly.
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USEFUL WEBSITE ADDRESSES

HM Treasury Fraud Website

http://www.hm-treasury.gov.uk/fraud

Government Accounting 2000

http://www.government-accounting.gov.uk

Institute of Internal Auditors UK

http://www.iia.org.uk/knowledgecentre/keyissues/fraud.cfm?StartRow=6

CIPFA

http://www.ipf.co.uk/Governance/marketplace/ (for publications)
http://www.ipf.co.uk/governance/counterfraud/ (counter fraud website -
contains a 24 hour scrolling news up-date form across the globe)

http://www.ipf.co.uk/governance/counterfraud/links/ (links to other websites)

http://www.ipf.co.uk/governance/counterfraud/docs/docsl.htm (links to
useful documents)

http://www.ipf.co.uk/governance/partners/sas.htm

The Fraud Advisory Panel

http://www.icaew.co.uk/fap

http://fraudadvisorypanel.org

Audit Commission

http://www.audit-commission.gov.uk/

NHS Counter Fraud Security and Management Services

http://www.cfsms.nhs.uk/

Control Risks Group

WWW.Crg.com
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Investigative Data Mining Limited

www.idmfraud.com

Government of New South Wales

http://www.audit.nsw.gov.au

Association of Certified Fraud Examiners:

http://www.cfenet.com/

National Fraud Information Centre (US):

http://www.fraud.org/

Global Coalition Against Corruption:

http://www.transparency.org/

Internet Fraud:

http://www.usdoj.gov/criminal/fraud/

Fraud Bureau - free on-line advice for consumers and
investors:

http://www.fraudbureau.com

Avoiding Credit Card Fraud:

http://www.antifraud.com
http://www.scambusters.org/ccfraud.html

Association for Payment Clearing Services (APACS):

http://www.apacs.org.uk

Internet Fraud Watch:

http://www.fraud.org/internet/intset.htm
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London Team Against Fraud:

http://www.ltaf.fsnet.co.uk/useful.htm (This site contains links to a number of
useful anti-fraud websites)

Eight Tips For Reducing Credit Card Fraud

http://www.revenews.com/advice/transact/more/reducefraud3.html

Know Fraud: Focusing On ID Theft

http://www.consumer.gov/knowfraud/

National Check (cheque) Fraud Centre

http://www.ckfraud.org/

Serious Fraud Office

http://www.sfo.gov.uk/

KPMG

http://www.kpmg.co.uk/

http://www.kpmg.co.uk/kpmg/uk/image/internalcontrol.pdf
http://www.kpmg.co.uk/services/f/rs/index.cfm (forensic regulatory service)

UNIRAS (Unified Incident Reporting and Alert Scheme)

http://www.uniras.gov.uk

CIMA

http://www.cimaglobal.com/downloads/FraudRiskManagement.pdf
http://www.cimaglobal.com/downloads/tec civil fraud respns.pdf

Identity Theft and Fraud

http://www.usdoj.gov/criminal/fraud/idtheft.html

Metropolitan Police Fraud Alert

http://www.met.police.uk/fraudalert/

Fraud Report 2003-04 6l



USEFUL WEBSITE ADDRESSES

Nigerian Fraud Email Gallery

http://www.potifos.com/fraud/

Online Fraud Resource Centre

http://www.auctionbytes.com/cab/pages/fraud

Fighting Fraud and Corruption

http://www.ex.ac.uk/~RDavies/arian/scandals/fight.html

Fraud detection and Prevention

http://www.aaai.org/AlTopics/html/fraud.html

Fraud - What is it?

http://criminal-law.freeadvice.com/white collar crimes/fraud.htm

62 Fraud Report 2003-04



READING LIST

HM Treasury Publications

NAO

Managing the Risk of Fraud — A Guide for Managers. A new version was issued
by the Assurance, Control and Risk (ACR) Team in the Treasury in May 2003.
Available from HM Treasury’s Public Enquiry Unit (Tel: 020 7270 4558 Website;
e-mail: public.enquiries@hm-treasury.gov.uk). It can also be found on HM
Treasury’s public website at: http://www.hm-treasury.gov.uk/fraud.

Regularity and Propriety. A handbook issued by the TOA Team in HM Treasury,
July 1997. ISBN 0947819 57 6. Available from HM Treasury's Public Enquiry
Unit, telephone 020 7 270 4558.

Fraud Casenotes. A series of casenotes produced by the ACR Team in the
Treasury. Nine have been issued so far on: Cash Handling; Bill Paying; Property
Service Charges; Travel and Subsistence; Electronic Funds Transfers; Works
Contractor Fraud; Cheque Fraud; Payroll Fraud; and Grant Fraud. These are
available free from ACR, telephone 020 7270 5174 (fax: 020 7451 7567).

Government Accounting 2000. Available from The Stationary Office, PO Box 29,
St Crispins, Duke Street, Norwich NR3 1GN Tel 0870 600 5522 Fax 0870 600 5533.
ISBN 011 7026689. It is also available at: http://www.government-

accounting.gov.uk.

Publications

Available through NAO’s website at:

www.nao.gov.uk/publications/nao_reports/index.htm or hard copies can be
purchased from The Stationery Office (www.tso.co.uk)

Good Practice in Tackling External Fraud. Available  from:
http://www.nao.org.uk/guidance/Tackling External Fraud.pdf

Tackling VAT Fraud. HC 357. 3 March 2004. £9.25.

MOD: The Risk of Fraud in Property Management. HC 469, May 2000, ISBN
0105567701, £12.10.

HM Customs and Excise: Losses to the Revenue from Frauds in Alcohol Duty.
HC 178, July 2001, ISBN 010291107X, £10.50.

HM Customs and Excise: the Misuse and Smuggling of Hydrocarbon Oils.
HC614, Feb 2002.

Tackling Fraud Against the Inland Revenue. HC 429. 28 Feb 2003. ISBN
010292077X. £11.25.
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DWP: Tackling Benefit Fraud. HC 393. 13 Feb 2003. ISBN 010292063X. £11.25.

DfES: Individual Learning Accounts. HC 1235. 25 October 2002. ISBN
0102918260. £10.70.

Publications available from the IIA

Available from: www.iia.org.uk/knowledgecentre/bookstore/booklist.cfm, tel:
020 7819 1924; fax: 020 7978 2492

ACFE UK Fraud Manual 3rd Edition, £275.00 (non-members), £237.25
(members).

An Accountant’s Guide to Fraud Detection and Control. H Davia, PC Coggins,
JC Wildeman and JC Kastaantin. £52.00 (non-members), £40.75 (members).

Auditing Accounts Payable for Fraud. G Banks. £55.75 (non-members), £51.25
(members).

Corporate Fraud. M Cromer. £82.50 (non-members), £65.00 (members).

Fraud 101: Techniques & Strategies for Detection. H Davia. £30.00 (non-
members), £24.50 (members).

Fraud and the Internal Auditor (PBN 12). IIA UK and Ireland. £11.25 (non-
members), £9.25 (members).

Fraud Auditing and Forensic Accounting 2nd Edition. GJ Bologna, RJ Linquist.
£81.50 (non-members), £63.75 (members).

Fraud Auditing Skills. D McNamee. £40.25 (non-members), £37.25 (members).

Fraud Detection: Using Data Analysis Techniques to Detect Fraud. DG Coderre.
£53.00 (non-members), £48.75 (members).

Fraudwatch, 2nd Edition. D Davies, KPMG. £40.00 (non-members), £31.25
(members).

Purchasing and Contract Fraud. D McNamee. £35.00 (non-members), £32.50
(members).
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Publications available from CIPFA

Available from: www.ipf.co.uk/Governance/marketplace/. Members of the
Better Governance Forum can usually purchase publications at a 25% discount
over the stated prices.

Fraud and Corruption in Public Places — a Guide to Risk and Prevention. July
2004. £60. ISDN 0 566 08 566 6

Whistleblowing around the World. Public Concern at Work. £20. ISDN 1-
919798-56-0.

E-mail and Internet at Work — a concise guide to legal issues. Stephen Mason.
Jan 2004. £40. ISDN 09543245 3 6.

An HR Guide to Workplace Fraud and Criminal Behaviour. Michael J Comer.
Apr 2004. £85. ISDN 0 566 08555 0

Corporate Fraud. Michael ] Comer. Published by Gower in 1998. £82.50 (non-
members), ISDN 0566 07810 4.

Investigating Corporate Fraud. Michael ] Comer. Published by Gower Feb 2003.
£59.95. ISDN 0 566 08531 3.

Purchasing Scams and How to Avoid Them. Trevor Kitching. Published by
Gower May 2001. £41.00. ISDN 0 566 08281 0.

Fraud Intelligence Newsletter. £557 per annum to non-members, £299 to
members.

Whistleblowing Toolkit 2003. Developed jointly by CIPFA and Public Concern
At Work. Members £150 + VAT, non-members £187.50 + VAT.

Risk Management — Good Practice Documentation. Produced in partnership
with Standards Australia International. £149.00 + VAT to non-members, £139.00
+ VAT to members.
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